Hughopmayuonno-cnpagounvie mamepuanst NO HCUSHEHHOL CUMYayuu
« Sawguma om MOUIEHHUKOB 6 cemu »

B pamkax ¢enepansHoro mpoekra «['ocymapcto s mmoaei» Munimdpsr Poccun
1 Ananutuueckud HeHTp npu llpasurensctBe Poccuiickoit denepaumu peanrv3oBaiu
un(poBOM  CEpBUC MO JKM3HEHHOM CUTyalMd <«3am|Tra oT MOIIEHHHKOB
B ceTm» Ha FEmuHOM mopTale TOCYHApCTBEHHBIX W MYHHUIMIAIBHBIX YCITyT
(manee — ['ocyciyTH) B LEIX NPECEUYESHHS W PEIOTBPAICHAA MOIICHHUYECKHUX IEHCTBHUM
(https://www.gosuslugi.ru/scammer_protection).

CepBHC TIPEIOCTABIIAECT BHIOOP CIEMYIONUX CUTyalui: «VIOIIeHHUKH NBLITAIOTCS
noyuntrb gocryn k [ocycayram» (3Ta cUTyanys HampaBieHa Ha TIOMOIIb
B BOCCTAHOBJIICHWHM KOHTPOJS HAJ YYETHOM 3amuchio) U« Xo4y 3ammTHTHCS
OT MOIIEHHHKOB B ceTH» (B JAHHOW CUTyallMHd Peyb UIET O Croco0ax MpeaoTBPAICHUS
TIPECTYITHBIX ACUCTBHN).

B pamkax mepBoii cATyanum MpeACTaBlieHA MOAPOOHAT WHCTPYKLMA, B KOTOPOH
coepKUTCA MHPOPMALMSA O TOM, YTO AENATh, €CIU TPAKIAHWH YKE COOOIIMI TapoJib
w kox 3 CMC MoleHHUKaM.

B pamkax BTOpOH CHTyamuH pacCMaTpUBAIOTCS MEPHI, HANIPABIICHHBIE HA 3aIUATY
OT KMOEPIIPECTYITHUKOB (3apeT Ha ICHCTBUA C HEIBIIKUMOCTBIO, 3aMpeT Ha 0pOopMIIeHHE
JIOTOBOPOB CBA3H, 3alpeT Ha TMONYYCHHE KPEOUTOB W 3aMOB, 3alIUTA YYETHOMW 3aIMCH
C TIOMOTMIBIO TOBEPEHHOTO KOHTAKTA, MPaBUiia 0€30MACHOCTH TIPH TeNe(OHHBIX 3BOHKAX),
a TaKKe TIPEICTABICHBI METOABl TPOTHUBOJACHCTBUSA (PUHAHCOBOMY MOIIICHHHYECTBY
Y YEK-JIUCT T10 U(PPOBOM TUTHEHE.

Cnpasouno: camosanpem — 000POBOIbHOE OZpaHUYeHUe, KOMOpoe Yel06eK
cam Ha cebst HaKIaowvIeaem: YmooOvl HUKMO He CMO2 0(hopMums Kpeoumsl U 3aiimol
Ha €20 UMst — HU OH CaM, HU MOWIEHHUKU («3anpem Ha NoxyuyeHue Kpeoumos
U 3atiMOo8 »); 4moObl He OONYCMUMb CO8epUIeHUsl COENIOK ¢ HEOBUINCUMOCHIbIO De3 e2o
JUYHO20 YUacmusi KaK cOOCMEeHHUKA («3anpem Ha 0eticmeust ¢ HeOBUNCUMOCIBIOY),
YMOOLI HUKMO He CMO2 3aKII0YUMb 002080p HA MOOUTLHYIO C853b OM e20 Juyd
(«3anpem na ogopmaenie 002080p08 CEA3UY).

Josepennuviii_koumaxm (oanee — JIK) — smo oOononnumenvuas 3auuma
yuemnoil sanucu na l'ocycnyeax om oeiicmeuii moutennuxos. JIK moocem cmame,
Hanpumep, poocmeeHHux unu opye. Ilpu nonvimke 6occmanoénenuss 0ocmyna
K Yy4emmnoil 3anucy noavzosameisi na nomep menegona JIK 6yoym npuxooums cmc
0151 noomeeporcoenust 6occmanogienust napoas. J[K noomeepoum 3anpoc, monvko
K020a Y0eoumcsi, 4mo noiv308amelisi He 860051M 8 3a0.1YIHCOeHUe.

Kpome TOro, Ha cTpaHuWile pa3MEmICHbl TIOJIC3HBIE WHCTPYMEHTHI  JUIA
KrOepOe30MmacHOCTH.

B karamore o0ydalommx KypcoB COOpaHbl Marepuajibl 10  IM(POBOW
IPAMOTHOCTH — OT MIPABHJI PE3EPBHOTO KOTIMPOBAHUS JAHHBIX IO METOJIOB PACTIO3HABAHMS
mundetikos (https:// www.gosuslugi.ru/scammer_protection/courses?s=9&p=1).

Taxke mocTyrmHa 0a3a MOIIEHHHYECKHX CXeM, KOTOpas IIOMOTAaeT Y3HaTh
00 akTyallbHBIX crioco0ax oOMaHa. Ha maHHBIM MOMEHT B HEH comep:KuTCs 86 cxeMm ¢ Ux
kparkum ormcanueM (https://www.gosuslugi.ru/scammer protection/schemes?s=9&p=1).
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JI71 OLleHKH CBOMIX 3HAHWM, B CBOIO OYEPEAb, MOXKHO ITPOUTH TecT N0 mudposoi
rPaAaMOTHOCTH, KOTOPBIM OMNPEACIUT YPOBEHb OCBEIOMJICHHOCTH B JTOW cdepe
(https://www.gosuslugi.ru/scammer_protection/quiz).

Crour OTMETUTH, 4YTO B paMKax BTOPOM CHUTyalMd, CpPEeAM MpPOYEro,
HaxoauTcsa  ccbiika Ha  pasaen  «KuGepOe3omacHocTL —  3TO  mpocTo!»,
rae coOpaHa moJje3Has WHPOPMAIMA O Pa3sHOOOpPa3HBIX MHM(PPOBBIX yrposax
(https://www.gosuslugi.ru/landing/cybersecurity).

B otmenpHBIX OnOKax pasMemIeHbl PEKOMEHAAMHA TI0 KHOEPrpaMOTHOCTH,
CIIELIMATBHO Pa3pabOTaHHBIE AT IETEU U TIOKUIIBIX JIFOACH, KOTOPBIE CYMTAIOTCS HAauOoee
ySI3BUMBIMH B UHTEPHETE.

Oco00e BHUMaHHE YIEICHO 3aMUTe OT (PUIMHTA, CO3MAHUIO HANEIKHBIX TAPOJIEH,
3aIUTE MOOMIBHOTO YCTPOUCTBA M MPOMITaKTHKE TenehOHHOTO MOIIICHHIUYECTBA.

[ToMuMO 3TOTO, Ha CTPAHHIIAX OOEUX CUTYALMK pa3MEIIEHA MAMSITKA ¢ MOJIe3HbIMH
CCBLIKAMHM: HAa MHTEPAKTUBHYIO KapTy ¢ agpecamu MB/[ Poccun; Ha mogavy 3adBiieHUS,
KAJO0BI WM TIPEIONKEHU Yepe3 oduimansubiii caut MBJ Poccun; Ha BO3MOXKHOCTH
TTOJTyYUTh OECIUTATHYIO KOHCYJIBTALMIO ¥ TIOMOIIIb FOPHUCTA TIO 3aIUTE TPAB.

Taxke B pasmene «Yacteie Bompock» («MOTyT M MOIIEHHHWKH TIPOJATH
HEABWKUMOCTB») HAXOOUTCS CChUIKA HA HWHTEPAKTHUBHYIO KapTy C aapecaMmu
MHOTO(QYHKIMOHATBHBIX LIEHTPOB (M®LI).

Kpome Toro, Ha cTpaHuiiax 00E€HUX CHUTYyaIMidi Pa3MEIICHBI CCHUIKH, TTO3BOJISIOIINE
IIPOBEPUTH KPEAUTHYIO HWCTOPHIO, COOOIIMTH O TIOJIO3PUTETHFHOM 3BOHKE, TIPOBEPHUTH
oopmIeHHBIE CUM-KapTHI, MOAATh Kaj00y Ha BPEIOHOCHBIM MHTEPHET-PECYPC, a TAKXKe
OTBETHl HA YacTO 3agaBacMbie BOMPOCH: «Kak HAcTpOWTh KOHTPOJBHBIM BOMPOC?»,
«Kak aHHyTMpOBaTh KPEIUT, €CITM MOUIEHHUKH o(pOopMuUIH ero Ha Bac uepes [ ocycmyru?y,
«KT0 Takoi ApOI M Kak HE MOMAacTh B NPECTYITHYIO CXEMY?» U T.A.




